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1  Six domains : Land, Air, Maritime, Space, Cyber and Information warfare 
2  https://csbaonline.org/uploads/documents/2003.05.20-Anti-Access-Area-Denial-A2-AD.pdf 
3  https://avalon.law.yale.edu/sept11/wolfowitz_004.asp 
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4  Public statement of Sergey Lavrov, Foreign Minister of Russia, on the 15th of April 2014, 
where he explained that S-300 system It is not designed for attacks and that the sale to Teheran “will not put at 
risk the security of any state in the region, including Israel". 
5  Standard weight of a S-300 missile launcher truck: http://www.ausairpower.net/APA-S-
300PMU-TEL-TL.html 
6  https://en.wikipedia.org/wiki/Global_Sea_Level_Observing_System 
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7  https://amti.csis.org/chinas-new-spratly-island-defences/ 
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8  All the information within this part are based on an interview with Dr Igor Delanoë, 27 October 2020, Historian at Nice-

Sophia Antipolis University and post-doctorate in 2013 at the John F. Kennedy School of Government (Harvard University), within the National 
Security Program 
9  La communication dans le domaine de la « dissuasion stratégique » : le cas de la Russie / Fondation pour la 

Recherche Stratégique / décembre 2018. 
10  Conference at Ecole de guerre, 18 February 2021, Mikaa Mered a Pole geopolitics expert – “The economic challenges 

of poles” from his book “Les mondes polaires”. According to Mikaa Mered, Yamato Nenets, a GNL Terminal, is playing a key role in the Polar 
Silk Road that the federal Russian government initiated in 2011 
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11  [Note: the reader will note that there is no mention of "Deterrence" as we Westerners understand it because the 

Russian meaning of the term covers a much wider use. Indeed, this notion encompasses all the tools and means including a nuclear dimension 
but not only confined to the strategic level, the Russian notion goes down to the tactical level.] 
12  [Interview with Dr Paul Charon (Date: 26 October 2020) IRSEM research fellow] 
13  [CCP: Chinese Communist Party] 
14  [PRC: People’s Republic of China] 



 

 
 

 

 

 

 

 

 

 

 

                                                      
15  BRI = Belt and Road Initiative 
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16  In an article published in the War on the rocks website, named “it is time to talk about A2/AD rethinking the Russian 

military challenge” 
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17  Interview with Dr Delanoë at Ecole de Guerre 
18   Baromètre politique Ipsos-Le Point : la popularité d'Emmanuel Macron progresse nettement 
du 10/03/2021 - https://www.ipsos.com/fr-fr/barometre-politique-ipsos-le-point-la-popularite-demmanuel-
macron-progresse-nettement  
19   https://yougov.co.uk/topics/politics/articles-reports/2020/03/27/covid-19-support-
government-reaction-swells showing the rally-round-the-flag effect of the pandemic. 
20   See the article “The Atlantic”: How to Survive the Blitz. Five lessons from 1940s Britain about 
national resilience and social solidarity during a crisis. March 29, 2020, David Brooks 
(https://www.theatlantic.com/ideas/archive/2020/03/virus-and-blitz/608965/) and the podcast on NPR: 
https://www.npr.org/2020/03/30/823830284/how-winston-churchill-pulled-britain-through-the-early-years-
of-wwii?t=1616683877732&t=1616963840167  

https://www.ipsos.com/fr-fr/barometre-politique-ipsos-le-point-la-popularite-demmanuel-macron-progresse-nettement
https://www.ipsos.com/fr-fr/barometre-politique-ipsos-le-point-la-popularite-demmanuel-macron-progresse-nettement
https://yougov.co.uk/topics/politics/articles-reports/2020/03/27/covid-19-support-government-reaction-swells
https://yougov.co.uk/topics/politics/articles-reports/2020/03/27/covid-19-support-government-reaction-swells
https://www.theatlantic.com/ideas/archive/2020/03/virus-and-blitz/608965/
https://www.npr.org/2020/03/30/823830284/how-winston-churchill-pulled-britain-through-the-early-years-of-wwii?t=1616683877732&t=1616963840167
https://www.npr.org/2020/03/30/823830284/how-winston-churchill-pulled-britain-through-the-early-years-of-wwii?t=1616683877732&t=1616963840167


 

 
 

 

 

 

 

 

 

 

 

                                                      
21   Those biases will be developed further at the end of the article in paragraph 3.2.2 



 

 
 

 

 

 

 

                                                      
22  On February 6, 2018, as part of the Johns Hopkins APL Rethinking Seminar Series "Rethinking Future Environments and 

Strategic Challenges" (2017-18), Dr. Thomas X. Hammes of the National Defense University spoke on "The 4th Industrial Revolution, De-
Globalization, and its Effect on International Security."https://www.youtube.com/watch?v=g_k9WGcN0rE 



 

 
 

 

 
 

 

                                                      
23  [From a document written by Mark Gunzinger and Chris Dougherty for CSBA untitled “Outside-in, Operating from 

Range to Defeat Iran’s Anti-Access and Area-Denial Threats”, 2011, p.120] 
24  SOH = Strait of Hormuz 
25  [From a document written by Mark Gunzinger and Chris Dougherty for CSBA untitled “Outside-in, Operating from 

Range to Defeat Iran’s Anti-Access and Area-Denial Threats”, 2011, p.120] 



 

 
 

 

 

 

 

 

 

                                                      
26  Resilient Command and Control, the Need for Distributed Control by Gilmary Michael Hostage and Larry R. Broadwell, 

JFQ 74 
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27  Decentralisation of command and control (C2) of air operations by Philppe Gros, October 2020, Fondation pour la 

Recherche Stratégique 
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28  John Boyd and John Warden : air power’s quest for strategic paralysis by David S. Fadok 
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29  L’étrange défaite, Marc Bloch 
30  The US Army in multi-domain operations 2028, TRADOC pamphlet 523-3-1, 6 December 2018 
31  Le « mission command », de la théorie aux pratiques, Rémy Hémez, 4 septembre 2015, ultimaratio-blog.org 
32  US Army Training and Doctrine Command (2014). The US Army Operating Concept. Win in a Complex World. TRADOC 

Pamphlet 525-3-1 
33  Joint Publication 3-0 joint operations, 22 October 2018, under the direction of the Chairman of the Joint Chiefs of 

Staff (US) 
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34  John Boyd and John Warden: Air power’s quest for strategic paralysis by David S. Fadok 



 

 
 

 

 

 

 



 

 
 

 

 

 

 

 

 

 



 

 
 

 

 

  

 

 

 

 

 

                                                      
35  A French parliament report distinguishes five level of weapons autonomy. According to this 
report, only the highest level is considered ALWS (a cruise missile is not considered as an ALWS for instance). 
Rapport information sur les systèmes d’armes létaux autonomes, présenté par les députés Claude De Ganay et 
Fabien Gouttefarde, 22nd of July 2020. 
36    Le Monde diplomatique, Manière de voir, numéro 120, décembre-janvier 2011 
37   John Pomfret, Violence Increasing in N. Iraq, The Washington Post, 4 juin 1991. 
38   Michaël Lessard, Les sanctions économiques globales contre l’Irak (1990-2003) étaient-elles 
compatibles avec le respect effectif de la Charte de l’ONU, des droits humains et du droit international 
humanitaire ?, Laval, Institut québécois des hautes études internationales, 13 mai 2004 
 



 

 
 

 

 

 

 

 

 



 

 
 

 

 

 

 

  



 

 
 

 

 



 

 
 

  

Increase cost

Hamper our linear time-phased 

operations

Challenge our beliefs

Challenge our communications

Target our scarce assets

Exploit our dependance on key 

technologies

Turn costs/benefits ratio to their 

advantage

Impose risk

Deny resilience in case of attrition

Divide allies exploiting unbalance 

contribution and dependance

Target our will to fight

Challenge our operational approach

Drive us to seek for unafordable solutions (cost-imposing strategy)

A2AD systems effects 

Russia and China strategy: win without fighting

Current Paradigm New Paradigm

accessible

readable

peace/crisis/war

defined use of source of power

steady

ENVIRONMENT

contested

unreadable

blurred lines peace/crisis/war

simultaneous use of multiple sources of 

power

constantly changing

Information accessible

Intel collected, gathered, analysed then 

broadcast

INTEL / INFORMATION

confusion

deception

fake news

influence / manipulation

intel/info shared real time at lowest level

Superiority in each domain

Air supremacy

Naval supremacy

technological advantages in all fields

MILITARY BALANCE superiority denied, contested

Direct approach STRATEGY mix of direct, indirect etc.

By ability to intervene PREVENTION by presence

by plan/directives/orders COMMAND by intent

Analyse

study

focus on COG (a single source of power)

plan in details

risk level mainly IAW operation phases

linear (even if parallel)

located target list

PLANNING

understand-visualize-describe to share a 

vision

plan big picture overview at operational 

level

tactical level : preplanned priorities, risk 

level IAW task

present multiple dilemma

initiative / opportunities

OODA (observe, analyse, orient decide) 

at centralized levels (mainly strategical 

or operative levels)

Centralized command, centralized 

control, decentralized execution

assess compliance with the plan

CONDUCT

tactical OODA loops which fit into 

operationnal and strategical ones

centralized command, distributed 

control, decentralized execution

assess adequacy of the plan

Predictable

sequenced

joint by coordination, synchronization

gain and maintain advantages/status

ACTION

unpredictable

saturation

joint by essence

seize and exploit initiative to gain and 

maintain a position of relative advantage

Centralized

scarce high value assets (to be 

protected)

CAPABILITIES
Distributed among numerous cheap 

assets

Optimization at the expanse of resilience

expansive, scarce

interdependance

complex, long to build

high end technologies

ASSETS

Robustness

numerous cheap (consumable) assets

resilience

easy and fast to build

costs and technologies affordable by all 

allies

Recover the sense of the “dialectic of wills” to modify our perceptions 

Change the way we use our technological advantages

Invert the costs/benefits and risks/stakes ratios to the West’s advantage 

Our strategy : change of paradigm, keeping in mind three key ideas



 

 
 

 Range of efficiency estimated with few intelligence data or based on industrial's 

announcements: significant risk of error or intoxication 

 Take into account the capabilities of the system against large scale targets, so is not significant 

for all the range of possible threats 

 Does not take into account the intervisibility, which is limited by obstacles (mountains, 

buildings,) 

 Does not make sense for small and mobile systems, which can be moved in few minutes (SA-

15, tactical offensive jammers, mobile ballistic launchers…) 

o A depiction which skews the real danger and coverage of A2/AD systems 

 The "wow" effect: "Where will I pass?" 

 A representation system commonly used in official presentation, at 

politic and strategic level 

 Based on a precautionary principle: maximized the visual impact 

rather than taking the risk to minimize the threat 

 Designed to be apprehended by non-specialists whom, in most cases, 

will be the decision-makers 

 Does not represent the tactical capabilities of the systems: 

 an 80's Russian-made fighter could have long range capabilities but 

being unable to engage efficiently a 4th generation fighter. 

 The rate of fire as well as deployment, reaction and reloading time are 

not mentioned: SA-5 missile systems represent a long-range threat 

but are commonly known to be inefficient against small and highly 

maneuverable targets and need several minutes to be reloaded. 

 Final (unexpected) effect: the perception of an impenetrable wall, or, to quote Admiral 

Richardson, "a fortress of red arcs”.39  

                                                      
39  https://news.usni.org/2016/10/03/cno-richardson-navy-shelving-a2ad-acronym 



 

 
 

 

ENVIRONMENT PRESENT 

THREATS 

FUTURE THREATS REFERENCES 

AIR "Double digits" 

ground-to-air 

systems (SA-15, 

SA-17, SA-20, 

SA-21…) 

 

Jamming of 

Communication 

and navigation 

systems 

 

Integrated Air 

Defense 

Systems 

Laser weapons US successfully tested a laser weapon  
that can destroy aircraft mid-flight  
(May 2020): https://edition.cnn.co 
m/2020/05/22/asia/us-navy-lwsd- 
laser-intl-hnk-scli/index.html 

Increase of the range 

and the efficiency of the 

missiles and associated 

radars 

 

Hypersonic missiles https://www.popularmechanics.com/ 
military/weapons/a35217288/a 
rmy-hypersonic-missile-darpa-operational- 
fires/ 

Cyber-attacks against 

tactical assets (aircraft, 

MBT, ships) 

Piracy of a F-15 fighter jet by a group of  
hackers (2019): 
https://www.washingtonpost.com 
/news/powerpost/paloma/the-cybersecurity-
202/2019/08/14/the-cybersecurity-202-hackers- 
just-found-serious-vulnerabilities-in-a-u-s-
military- 
fighter-
jet/5d53111988e0fa79e5481f68/?noredirect=on 

Collaborative targeting: 

automated (AI) and fully 

integrated detection and 

defense systems. 

Capability to dissociate 

detection and effector. 

https://www.objectivity.com/wp-content/ 
uploads/Objectivity_CS_L3.pdf 

Non-traditional 

detection capabilities: 

cooperatives and passive 

radars, disturbance in 

the GSM networks… 

https://www.researchgate.net/publication/ 
332119662_Passive_Radars_and_their_use_ 
in_the_Modern_Battlefield 

High-resolution heat-

seekers, able to 

discriminate friends or 

foe (and to avoid any 

type of flares) 

 

Anti-aircraft ground UGV 

(Unmanned Ground 

Vehicle) 

Poland: fusion of the IBIS® robotic platform and  
GROM/PIORUN anti-aircraft missiles: 
https://www.defence24.com/ 
mspo-2019-anti-aircraft-robot-and-polish 
-pgmsÒ 

NAVAL Coastal defense 

systems 

 

Railguns Coming Soon: A U.S. vs. China Railgun Arms 
Race? 
https://nationalinterest.org/blog/reboot/coming-
soon 
-us-vs-china-railgun-arms-race-163933 



 

 
 

Long range 

anti-ship 

missiles 

 

Static Mines 

Extra-long 

range/hypersonic anti-

ship missiles (with 

terminal active radar 

homing, ARH) 

Russia’s 3M22 Tsirkon Hypersonic Missile Trials  
Enter Final Stage: 
https://www.navalnews.com/naval-
news/2020/03/analysis-russias-t 
sirkon-hypersonic-missile-trials-enter- 
final-stage-part-1/ 

Loitering mines 

deployed by underwater 

UUV (Unmanned 

Underwater Vehicles) 

US Hammerhead mines: 
https://breakingdefense.com/2020/10/navy- 
plans-hammerhead-mines-to-box-in-chinese- 
russian-subs-bottled-up/ 

Anti-ship USV 

(Unmanned Surface 

Vehicles) 

 

Anti-submarine USV Chinese Copy of US Navy’s Sea Hunter USV: 
https://www.navalnews.com/naval-news/2020/ 
09/new-intelligence-Chinese-copy-of-us-navy’s-
sea-hunter-USV/ 

Space-based detection 

systems (detection of 

submarines, particularly 

SSBN) 

 

GROUND Artillery 

Land mines 

Ground 

obstacles 

Ground defense 

systems: sentry guns or 

UGV 

 

Advanced detection 

systems (infrared, 

ground control radars) 

 

SPACE Antisatellite 

missiles (ASAT) 

Satellite-to-satellite 

attack 

Russia Tests a Satellite That Rams Other  
Satellites, US Says: 
https://www.defenseone.com/technology/ 
2020/07/russia-tests-satellite-rams-other-
satellites-us-says/167154/ 

Antisatellite laser 

weapon (destruction, 

blinding) 

 

INFORMATION 

WARFARE 

   

CYBER 

WARFARE 

  AI 
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40  Annex 5 « key technologies » is providing a table which summarize and add some additional elements to the 

aforementioned ones. 
41  ASAT = Anti-Satellite 
42  The Kessler syndrome (also called collisional cascading) is a theoretical scenario in which collisions between objects 

could cause a cascade in which each collision generates space debris that increases the likelihood of further collisions. 
43  DARPA = Defence Advanced Research Project Agency 



 

 
 

 

 

 

 

                                                      
44  The reader can find some additional elements in the Annex 5 “key technologies” 
45  IADS = Integrated Air Defence System 



 

 
 

 

 

 

 

 

     

 

 

                                                      
46  Spoonrest = NATO reporting name for an elderly but still common Soviet-designed early warning and search radar, 

actually named P-12 by its developers. It is the long-range radar for the ubiquitous S-75 Dvina surface-to-air missile called the SA-2 GUIDELINE. 
47  WEZ = Weapon Engagement Zone 
48  L’essaim, une solution alternative pour la suppression des défenses aériennes, LCL John V. Bartoli, mémoire Ecole de 

guerre, 2017 



 

 
 

 

 


